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Friday, 25" February 2022

Vulnerability Closure cum Final Report

To, -
Shri Ashish Singhal
Sr. Business Analyst
B.R. Softech Pvt Ltd
Jaipur

Sub: Final Detailed IT Security Audit/ VAPT Report of website of National
Institute of Technology Kurukshetra (NITKKR).

Ref: Work Order dated 09/02/2022 & Compliance Report Dated 25™ February
2022 .

Dear Sir,

In continuation to the earlier audit report forwarded on 09" February 2022,
After receiving the compliance report on 25" February 2022 of Web Application of NIT
kurukshetra , the final audit report prepared by Audit team of our organization headed
by Mr. Satyendra Singh is authenticated and attached for your perusal & needful action
at your end. )
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Final Security Audit/ VAPT Report

S No | Vulnerable Point / | Vulnerability | Manually/ | Comments/ Auditee Auditor
Location Tool Based | Review of Remark Remark
flaw /
Reference
1 2 3 4 5 6 7
1. DOM Based XSS (Cross-site scripting)
http://172.105.36.2 | DOM Based Manual CWE-79 The issue is
10/nitkkr/ XSS (Cross- CAPEC-588 | resolved
site scripting)
nitkia.ac.in r‘&mm 2.5;20; 9 RAC-S(ISRO) | NADDigilocker { English | fR=i
!Iona’xl Institute of Technology Kurukshetra
Home Institutey Academic v Administrations Departmentsv  Sections» ~Training & Placement»  Student Activities» SCoEw
1.1 Patched
and Closed
http://172.105.36.21 | Reflected XSS | Manual The issue is
0/nitkkr/wp- (Cross-site resolved
scripting)
cron.php
O & 17210536210,
sSLAueP ()&%
2.1 Patched
' and Closed
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3. WordPress XML-RPC authentication brute force

http://172.105.36.21
0/nitkkr/xmlrpc.php

B 1]172.10536210

This XML file does not appeas to have any style

WordPress
XML-RPC
authentication
brute force

with it, The d

tree is shown below.

CWE-521

The issue is
resolved

<methodResponse>
—~fauie
—<value>
—<struct>

<member>

3 1 7:::vyfmh€od:’~ Bame> Patched
: : and Closed
Sk
<pame>faultStning<name>
"\‘-ﬂu? ;|u>.\'.\ﬂ. RPC services are disabled on this site < string> |
£ </member> i
st
<'fault> i
<methodResponse> i -
4. Exposure of Development configuration files
http://172.105.36.21 | Expogure of Manual | CWE-538 The issue is
i
0/nitkkr/wp- Development resolved
content/themes/nitk | configuration
kr/package.json - files
Forbidden
You don't have permission to access this resource -
4.1 Patched
’ and Closed
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S. Directory Browsing

http://172.105.36.2

10/nitkkr/wp-
content/themes/nitk

kr/css/

A 1172,10536.210/nitkkr/wp-content/themes/nitki/css/

Forbidden

[You don't have permission to access this resource

Directory
Browsing

Manual

CWE-548
CWE-552

The issue is
resolved

51 Patched
. and Closed
6. Information Disclosure
http://172.105.36. Infqrmation Manual CWE-200 The issue is
210/nitkkr/ Dis¢losure CWE-359 resolved
2 National Institute of Technology Kurukshetra
Home ‘stitutev Academicv Administrationv Departments,
6.1 Patched
; and Closed

Miscellaneous

Popoe: 24
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7. HTTP parameter pollution

http://172.105.36.2

10/nitkkr/?post_typ
e=tribe_events&ev
entDisplay=month

&n908707=v93797

HTTP

parameter
pollution

Manual CWE-88

The issue is
resolved

o e i vbite Patched
; and Closed
* 8. Vulnerable JS Library
http://172.105.36.2 | Vulnerable JS Manual CWE-829 The issue is
10/nitkkr/ Library resolved
National Institute of Technology Kurukshetra s
8 1 Home instituter Academic¥  Administrationr  Depertments ¥ Pat ch ed
: and Closed

Font seripts

@ Imber £moi (Dwemg

Web servers

#  Apache Ut trameworks

@ Boanlap 347

The facutty mmsminars mentic
Light
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9. X-Frame Header not set

http://172.105.36. | X-Frame Manual | CWE-1021
210/nitkkr/ Header not set

w

SRO) | NAD Digllocker | English - &=t

National Institute of Technology Kurukshetra
on of National Importance

Home ‘Institutev _Academicv Administrationy Departmentsv, Sectionsv

The issue is
resolved

9.1 e -7 2 Patched
: Wik O B O and Closed
C: : (G Headers
—~ :
=
—
256
i
€3 sa
e
10. Absence of Anti-CSRF Tokens
http://172.105.36.21 | Ab&ence of Anti- CWE-352 The issue is
0/nitkkr/ CSRF Tokens CWE-330 resolved
Patched
164 and Closed

sypem"hidden” name="_wp_

«5825%>Lost your

cateni er j {33, 200):)
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13. Cookie without SameSite Attribute

Cookie without
SameSite
Attribute

http://172.105.36.
210/nitkkr/

¢ +017442

National Institute of Technology Kurukshetra
Institution of National importance

Manual

RAC-S(ISRO)

The issue is
resolved

CWE-1275

NAD Digilocker || English | Rt

piifang

whwat s, CadministsatorTCmanage_aption.

falie Mone  Tue 1SFep

Patched
A and Closed
14. Cookie Without Secure Flag
http://172.105.36. | Cookie Without | Manual | CWE-614 The issue is
210/nitkkr/ Secure Flag resolved
1
w
 +01744-233208 RAC'S(ISRO) | NADDigilocker { English | &=t
National Institute of Technology Kurukshetra
Institution of National Importance
Patched
141 and Closed
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15. X-Content-Type-Options Header Missing

http://172.105.36. | X-Content- Manual CWE-200 The issue is
210/nitkkr/ Type-Options resolved
Header Missing

RACS(SRO) | NADDigik nglish | o=l

AONNBARAER:BAABA" o

ot

15,1 Home Institutev Academicy Administrationy Departmentsy  Sectionse  Training & Placement v . Studont Activities PatChed
and Closed
16. HTTP Strict Transport Security (HSTS) no implemented
http://172.105.36.21 | HTTP Strict Manual | CWE-523 The issue is
0/nitkkr/ Transport resolved
Security (HSTS)
no implemented
O 8 17210536210/
401744233208 RACS(SRO) | NADDiglocker || Englsh | =2
National Institute of Technology Kurukshetra
Institution of National Importance
. N N.dv.m.x (
16.1 Patched
’ and Closed
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17. Disclosure of Documentation files

The issue is
resolved

Disclosure of
Documentation
files

http://172.105.36.21
0/nitkkr/license.txt

Forbidden

You dos't have permission to access this resource

Patched
172 and Closed
18. WordPress REST API User Enumeration
http://172.105.36.21 | WordPress Manual CWE-200 The issue is
0/nitkkr/ REST API User resolved
Enumeration
18.1 Patched

and Closed
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Satyéldra Singh
Cyber Security Analyst

Forwarded in original

Safe to host certificate is forwarded separately.
Thanks & Regards

—44—4\——/—«/@
,'/’__//

Dr, f‘ 7’ C—:"‘“‘-,*DC"P
. . e L AN,

Founder & CEO
Dr. CB SHARMA IPS (R)
Certified Lead Auditor ISMS (ISO/IEC 27001: 2013),
Founder & CEO

g
L
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